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The maritime industry is a sector of major significance for Europe for creating jobs,
growth and connecting the continent to the rest of the world through trade route and
hubs. The European transport system including the maritime sector is at a transitional
period that will need to invest into Research and Development of cleaner and efficient
systems as well as worker skills as an answer to remaining competitive while facing
future socioeconomic trends. This paper presents a systematic classification and
assessment of the maritime technology themes that were identified and addressed by
relevant European maritime transport research projects and technology roadmaps,
with the aim to highlight future technology research trends. Some of the main
themes that have been identified were electrification of vessels, computer aided
engineering, ship design, materials development, integrated emissions control,
multifuel engines, alternative fuels and automation. Within the described dynamic and
changing environment, the paper also identifies education and training requirements
and skills for the shipbuilding sector. Specifically, shortages of mechatronics or
mechanical engineers specializing in shipbuilding, ICT professionals and experts in
Artificial Intelligence and 3D printing have been identified, while metal working and
welding skills will be required by employees in the shipbuilding industry.
The maritime sector plays a significant role for Europe creating jobs, growth and
connecting the continent to the rest of the world. The competitiveness of the sector
is of major importance both for the European economy as well as its growth.
European seaports handle 74% of the goods traded with the rest of the world
(European Commission, 2014) while they are a key component for the promotion of
short sea shipping and the shift of freight from road to sea. The European seaport
sector alone, employs directly and indirectly 3 million people (European Commission,
2019b),
In order to remain competitive, the European maritime sector will need to shift
towards a modern, clean, efficient and connected mobility system that will offer free
movement of people and goods. Overall, the European transport sector is in a
transitional period and a shift away from conventional thinking towards radically
innovative ideas is needed, in order to deal with the current and future challenges
(European Commission, 2012).
In the same manner the future of the maritime sector will largely be affected by
socioeconomic global trends and drivers such as populations growth and ageing
population; increase in demand of cruise ships and leisure crafts; increased waterborne traffic, increased transportation of food and water; urbanization and
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The aim of this paper is to provide a systemic classification and assessment of the maritime technology themes that were identified and addressed by relevant European maritime
transport research projects (FP7, H2020) and technology roadmaps, with the aim to highlight future technology research trends with an outlook of 2020-2035.

Future Technology Directions in EU Maritime
Transport

megacities ,key resource scarcity; demand for renewable fuels in the sector and
demand for port infrastructure for loading/offloading; stricter emissions regulations
and climate change (Maraš et al., 2019; Waterborne TP, 2016a). Successful innovation
can help the transport sector remain competitive in a global level (Wiesenthal etal.
2015). Research technology and development will be crucial for the waterborne sector
to cope with these upcoming challenges as well as the shift towards a more
sustainable mobility system, while new disruptive technologies technology advances as
well as political imperatives will cause systemic changes to the transport system.
In addition new employee skills will be required in the sector to compensate for the
technological changes that will take place. Shipbuilding represents an important sector
of the European Blue economy, supporting technological advancements in shipping, the
optimization of maritime transport services and generally contributing to the further
development of the EU maritime sector. For strengthening the competitiveness of the
European shipbuilding industry, newly developed technologies and other relevant
advancements need to be efficiently integrated and exploited so that larger market
shares can be gained at the expense of global competitors. Education and training play
a key role to this end, supporting skilled and competent employees entering the market
for successfully meeting current and future industry needs considering also
advancements in clean energy, ICT and safety improvements. Defining the current
skills shortages and gaps can lead towards revealing the existing weaknesses the
shipbuilding sector presents along its value chain and the factors obstructing its
further development, as well as indicate the areas where further support is needed
and thus should be taken into careful consideration when devising appropriate skill
strategies.
The aim of this paper is to provide a systemic classification and assessment of the
maritime technology themes that were identified and addressed by relevant European
maritime transport research projects (FP7, H2020) and technology roadmaps, with the
aim to highlight future technology research trends with an outlook of 2020-2035. In
addition, the paperpresents employee skill gaps in the shipbuilding sector that will be
required in the future for the maritime sector. A brief synopsis of barriers for
implementing new clean technologies in the maritime sector is also provided. The
current research is based on work carried out by two European projects. INTEND
(INtentify future Transport rEsearch NeeDs) funded by H2020 and MATES (Maritime
Alliance for fostering the European Blue Economy through a Marine Technology Skilling
Strategy) funded by Erasmus+ programme.
Identifying technology themes in EU maritime transport research
The methodology followed regarding identifying technology trends in research, is
based on the process of reviewing 55 EU transport waterborne related research
projects funded under the FP7 and Horizon 2020 programs. The research
covered transport research projectsfrom 2010 until early 2018 when the identification
of future technology themes took place. The reason for excluding projects prior to 2010
was based on the assumption that many of thetechnologies that have been researched prior to
that year would already be more advanced.
Specifically, all projects were technology and innovation related such as
“Research and Innovation Actions” or “Innovation” type projects. “Coordination and
Support Action” projects were excluded due to focusing more on soft research.
Databases such as Cordis1 and TRIMIS (Transport Research and Innovation Monitoring
and Information System)2 were used to build the list of the projects to be reviewed. For
FP7 projects the following process was used in the Cordis website: 1) use of the
search term “maritime transport” or “waterborne transport”, 2) further refining of the
search results using “program FP7- transport” filter.
For H2020 project the same filters were used in Cordis database although the final
refinement was carried out using the “transport”, “energy”, “environment”, “infra”,
“industrial leadership”, “security” filters. This difference is due to H2020 program
having a different structure as well as that transport projects can also be part of the
aforementioned categories.
The majority of the relevant search results were given by the “transport” filter. The use
of TRIMIS database helped in crosschecking the initial list of projects and finding
additional projects. The TRIMIS database offers different filters where projects are
already categorized by transport mode and funding program.
The next step after identifying the list of projects, was to review their “results in brief”
and “final project reports” that were offered in Cordis database or their “outline” in the
case of TRIMIS.The technology themes that each project researched, were identified
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based on the review of these reports.
These themes were categorized accordingly in broad generic terms such as electrified
vessels, autonomous ships, Computer Aided Engineering (CAE), alternative fuels, multi
-fuel engines, secondary energy converters 3 , renewable energies, ship design,
communication systems, etc. in order to fit into categories that described the purpose
of the research. Certain projects covered more than one topic.
Apart from the research projects, a small number of forward looking reports and
technology roadmaps from European transport stakeholders were reviewed.
Specifically, this was done either to support the overall technology trends that were
shown by the research projects and also identify other topics that might have been
missed out. These roadmaps also suggested technologies that are more cutting edge,
more recent and refer to technologies that the maritime sector requires in order to
meet future needs. Figure 1 presents the methodology for identifying the technology
trends in the EU waterborne transport research.
Identifying skill gaps in shipbuilding
Research on the identification of skills gaps proves to be lacking of a commonly
accepted methodological framework serving strategic objectives. Skills gap analysis is
a widespread practice employed in business and corporate environments, mainly
for human resources management purposes (CLD, 2006; Koripadu and Subbiah,
2014; Australian Government,2017).For the shipbuilding industry however, within the
framework of the MATES research project, a different, more holistic
approach was
required with the objective to assess the level to which the new skills and
competences are being provided by existing education and training
programs
offered at different Member States. In this context, the skills gap analysis conducted
covered the entire value chain of the shipbuilding industry not limiting its focus on
specific components and/or sub-components that corporate bodies often address.
More specifically, following the detailed mapping of the different phases comprising the
shipbuilding’s value chain, the relevant occupational profiles were identified based on
the European Skills/Competences, Qualifications and Occupations (ESCO) system and
building upon relevant literature that was reviewed. As a next step, skill shortages and
gaps were identified following a demand-supply approach. Industry needs and
requirements in terms of skills, competences and qualifications were identified as a
result of an extended literature review (including industry reports, deliverables/results
of relevant research projects, scientific papers, etc.) and 2 rounds of targeted expert
workshops were conducted in 7 Member States (i.e. United Kingdom, Ireland, the
Netherlands, Belgium, Spain, Portugal and Greece), where industry experts and
academics shared their experiences, views and perspectives. The received feedback
from each workshop was documented in detail and further processed, thus interested
participants were invited to participate in expert thematic groups that were established
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within all future project activities. On the supply side, existing education and training
(E&T) programs in shipbuilding provided at different Member States were identified
and reviewed drawing information by existing E&T platforms that have been
developed through the framework of relevant past EU-funded research projects (such
as Marine Training, PLOTEUS and IBCVET). An appropriate template set-up in MATES
facilitated such aprocess thus enabled to aggregate results and draw
important
conclusions at the broader European level.
The EU maritime transport vision
The following section presents EU’s vision for the maritime sector in an effort to
present bothsides of how the EU envisages the maritime sector as well as where the
EU maritime transport research is focusing on.
EU Maritime vision
Nowadays, the EU maritime sector faces numerous challenges that limit its
potential. In this direction, EU’s maritime and ports policy strives to promote actions
that are going to strengthen its position. Thus, actions are being promoted through
EU’s Waterborne Technology Platform and its Strategic Research Agenda for 20302050 to focus on eliminating environmental emissions (including gaseous and
carbon emissions) as well as water pollution and noise emissions (Waterborne TP.,
2018). Transforming maritime into a renewable energy based sector is also a priority.
Huge continuous developments of technology, innovation, changing business and
economics lead the EU to adopt a maritime and ports policy that tends to ensure
high standards forsafety, and security protection, an efficient internal market and
global competitiveness (European Commission, 2019c).
Maritime safety and security
The EU focuses its efforts into the constant development of maritime safety policy,
being, at the same time, harmonized with international agreed rules. Hence, the
European Commission aims to protect Europe with extensive maritime safety
legislation and high quality standards, eliminating substandard shipping, reducing the
risk of serious maritime accidents, and working against piracy and terrorism threats
(European Commission, 2016). The Commission also works actively on health and
safety issues in the maritime working environment and on the protection of citizens
as users of maritime transport services, ensuring safe and secure conditions
(European Commission, 2019a). Waterborne TP suggests that new technologies and
methodologies will help improve the safety management of ships and their operations
in order to achieve no accidents by 2030 as a target. Zero
accidents, zero fatalities,
zeropollution policy, protecting ships and infrastructures from piracy, terrorism, and
various sea perils are also envisaged by 2050 (Waterborne TP., 2018).
High environmental standards
Improving the environmental sustainability of the maritime sector is one of the main
objectives of the EU. Although maritime transport is recognized as the most energy
efficient and environmentally sustainable mean of transporting large numbers of
cargo, the shipping industry produces an extremely high amount of emissions
(European Commission, 2016).
The EU has set the target of reducing CO2 emissions from shipping by a minimum of
40%by 2050 compared to 2005 levels (European Commission, 2011).
The European Commission aims to reduce maritime emissions through a strategy
including Monitoring, Reporting and Verifying (MRV) CO2 emissions from large
ships, using EU ports, targeting GHG reduction and setting medium and long term
market based measures. Clean and sustainable shipping will be achieved through the
successful implementation of Directive 2014/94/EU. The deployment of alternative
fuels infrastructure is one of the mayor concerns of Directive 2014/94/EU that will
convert ships into green vessels (European Commission, 2016). According to
Waterborne TP (2018) harmful emissions from inland navigation should be eliminated
by 2030 as well as from all shipping by 2050.
Greater efficiency through digitalization
Digitalization is the key for the effective integration of shipping in a multimodal
logistics chain. Nowadays, paper reporting and provision of the same information
multiple times between ship and EU ports still exist in a certain degree. For this
reason, there is a high need for simplification of administrative formalities for shipping
and maritime carriage of goods. For this reason, the Commission aims a) to develop an
electronic cargo manifest (eManifest) that will enfold all cargo related documents into
a single electronic document and b) to establish a European Maritime Single Window
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environment that will simplify cargo formalities and shipping reporting in EU ports. In
this way, the gap with land transport will be eliminated and the maritime sector will
increase its attractiveness (European Commission, 2016). Waterborne TP (2018)
visualizes the connectivity of smart ships and vessels as well as smart ports and
infrastructure through digitization. In Waterborne’s (2018) vision for 2030- 2050, data
flows will be enhanced and automated at a great extent, while autonomoussystems
both in shipping and inland operations, will be in the heart of maritime sector. Future
ships will be designed so that they can be constantly updated with up to date digital
technologies throughout their lifecycle (Waterborne, 2018).
Integrating shipping and inland navigation into seamless port and logistics operations
The Waterborne TP’s (2018) vision for 2050 includes ports with the fastest, most
reliable service, with zero-waste and zero emissions, in a safe and secure
environment, at the lowest cost. The evolution of new socio-economic trends will lead
to new port services and operations and to the enhancement of societal responsibility
(employability, accountability, etc.) of port activities. Thus, time information will
support ship-port interactions, nautical operations and cargo handling.
According to Waterborne TP (2018), by 2050, ports will be able to transport the cargo in
a seamless way offering customer tailored solutions, such as synchro-modality, cost/
time trade-off etc., as well as promoting a smart collaborative planning of ship to
hinterland logistics ina dynamic business environment. Moreover, ports will adopt new
concepts like modularization of cargo in order to manage secure intramodality in
transportation, such as last-mile integration and real-time cargo status visibility.
Port infrastructure serves as a base for port operations in order to serve the vessel,
the cargo and the passengers that pass through the ports. Waterborne TP (2018)
visualizes zero emission facilities and nature oriented buildings. Ship-assist
infrastructure, such as smart berths, towage, MARPOL, bunkering and so on will play a
significant role in the near future. Last but not least, strategic traffic and port
management (interaction with autonomous vessels and port operations) are topics
where further research will need to be carried out (Waterborne, 2018)
Increase attractiveness and global competitiveness
Over the past years, the maritime sector has increased its complexity in a constantly
changingenvironment with increasing global competition, market share expansion, and
pressure for high profits. At the same time, there is a need for quality and customer
satisfaction. All the above require ports to utilize their competitive advantage, become
flexible and able to stand the market ranges. In this direction, EU offers stable framework conditions through the adoption of the Port Services Regulation and a proper
application of the existing Maritime State Aid rules (Burns, 2015).
Skilled human resources constitute a significant factor enabling ports and ships to
meet higher expectations. One of the main objectives of EU maritime policy is to
improve employment and working environment for maritime staff as well as make
maritime professions more attractive mainly through enforcing social dialogue and
initiatives for training and education (European Commission, 2016).
Skill Gaps in education and training
The analysis regarding the educational gaps in the shipbuilding sector consists of 2
parts. At first, the mapping of the educational and training offers from several
European countries addressing the specifics of the shipbuilding industry and following
the European Qualification Framework (EQF). Subsequently, the identification of the
core occupational profiles engaged in different activities across all segments of the
value chain based on the European Skills, Competences, Qualifications and
Occupations (ESCO) classification In total, more than 450 educational and training
offers (E&T) have been identified from 12 European countries 4 and 60 occupational
profiles in categories like engineers, engineering technicians, droughts persons,
metalworkers, surface treatment, boat artisans, electricians, mechanics and others.
The table below presents the distribution of the E&T offers across the EQF levels.
The results extracted from the analysis of the E&T show that the shipbuilding industry
will soon need professionals with new skills in mechatronics or mechanical engineers
specializingin shipbuilding, ICT professionals and experts in Artificial Intelligence and
3D printing.
There is a lack of E&T programs, designed in consultation and/or collaboration with the
sector, that directly address these aspects (MATES project workshops). There is a gap
between the Industry needs and offered education. As a result, there is a needto
strengthen the existing education in the marine fields, by developing new curricula,
adjusting to the new technologies and future trends.
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Educational and training (E&T) offers by type and European Qualification Framework (EQF) level
E&T Type

EQF Level

VET
BSc
MSc
PhD
Professional Certificate No Academic

14.2
12.9
17.5

44.6
15.3
16.2
0.2
23.7

Source: CERTH-HIT elaboration of data
Finally, there is a lack of soft skills oriented offerings in the shipbuilding sector
(MATES project workshops).
In Europe the age of the technical workforce employed in the shipbuilding industry is
higher than other sectors. The age of the 40% of the workforce is between 41 to 55
years and 13% isabove 55 (Hart and Schotte, 2008). The fact that the European workforce is ageing inaddition to the industry’s difficulties in recruiting youngsters due to
the unattractive image of the sector and the dangerous working conditions, creates a
risk of loss of knowledge and experience for the following generations (LeaderSHIP
2020, 2013).
In order to meet the need for experienced workers and cover the skills shortages, the
industry is using outsourcing and subcontracting practices by employing personnel
from the Metal and Electrical sectors (LeaderSHIP 2020, 2013). Also, another reason for
these practices isbecause in many European countries the currently available training
programs specifically designed and applied to the shipbuilding trades are very few,
and in most cases the vocational system does not
provide technical workers directly
ready to work but only at an initial specialization level (SEA Europe & IndustriALL
Europe, ud). For example, metal forming and
welding activities are covered by a large number of training courses. However, shipbuilding needs are significantly different from those in the general metal working
sector (different welding
techniques, curvature, thickness, heading and bending
processes).
Regarding the occupations related to welding activities, work at heights, work in
confined spaces and with lack of light, which characterize the shipbuilding and ship
repair industries, are covered only by a fraction of the training courses, mainly those
that combine apprenticeship in a company. As a result, people employed in such
activities, need to be trained on the job, to acquire these skills and become familiar
with the production activities of a shipyard.
Finally, several skills shortages that will impact the shipbuilding sector in the medium
term have been reported for welding, electricity and boiler making activities (SEA
Europe & IndustriALL Europe, ud).
Technology themes
The following section presents the technology themes where the most focus has been
given on EU transport research based on the trends that were identified from the
review process of the projects and roadmaps (see Figure 2). Electrification of vessels
whether in terms of propulsion or auxiliary systems (secondary energy converters)
has been identified as a dominant theme. This is expected given the popularity and
push towards electromobility on a global scale. Research on electrification of ships or
boats in not limited to EU funded research. Tronstad et al. (2017) reviewed 20 private
projects for fuel cells in shipping alone. Furthermore, electrified recreational boats
and ferries (MF Ampere, MF Tycho Brahe, MF Aurora) are already available in the
market while other applications such as pilot boats are beginning to emerge (RAlly
1600-E by Robert Allan). CAE was the second most dominant theme that has been
identified. This theme refers to the use or development of computational software or
methods such as Computational Fluid Dynamics (CFD), Finite Element Analysis (FEA)
or others to model and simulate
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components or mechanics, electromagnetics, processes, physics or operational environments in order to verify, validate and optimize design solutions (Kwon and Kwon,
2019; Datta, 2016). Such tools can be used by engineersto assist them in the design
process, manufacture or assembly of ships and components by reducing the cost of
development by requiring less time in real life testing.

Another theme, Ship design, refers to new ideas that are primarily related to
the design of the vessel itself. Some of the concepts that have been
researched were relevant to the types of vessels that are required based on
future maritime needs i.e. applications for inland waterways or transporting
alternative fuels or optimization of the design of the ship in orderto reduce
fuel consumption. The ability to easily retrofit a ship with newer systems
(project RETROFIT) has also been identified and could prove important, especially
when the lifecycle of a ship is about 25-30 years. With the push towards
electromobility or other fuels, such vessel designs could help in easily changing into
newer forms of propulsion at a lower cost. Secondary energy converters refer to
electrifying or hybridizing a ship’s auxiliarysystems that normally require power from
conventional fuels to run. Such systems can be replaced by electric motors and be
powered by fuel cells depending on the amount of energy they require.
Alternative fuels will also play their role in reducing maritime emissions. Switching to
cleaner fuels such as LNG has been one of the key focus for EU transport research
projects. Although LNG is not a new fuel to be used in shipping, only 117 LNG dedicated
vesselswere available in 2017 (Stenersen and Thonstad, 2017). Forecasts have shown
an estimated penetration of LNG up to 20 percent, while hydrogen only up to 9
percent in shipping by 2030 (Lloyd’s register Marine and UCL Energy Institute, 2014).
Although not covered by the projects that were reviewed, ammonia has also been
identified as a future potential maritime fuel that can either be used directly with an
internal combustion engine or in fuel cells (Balcombe et al., 2019). Lloyd’s register’s
(2017b) predictions present ammonia as a profitable alternative maritime fuel.
Regardless, alternative fuels are not only limited to shipping but also to port side
where they can be used in terminal equipment. Projects like GREENCRANES have
researched this subject while others, like H2OCEAN and MARANDA studied the
required infrastructure that ports will need for storage and refueling of hydrogen.
Integrated emissions control refers to technologies for reducing exhaust emissions
such as Selective Catalytic Reduction (SCR), Exhaust Gas Recirculation (EGR),
particulate filters and dry or wet scrubbers. An interesting concept has been used by
project DEECON, where a non-Thermal Plasma Reactor with an electron beam and
microwave was used to remove NOx, Volatile Organic Compounds (VOCs) and CO
under lab settings. The technology showed promising results although it was unable
to run for a long period of time (Manivannan et al., 2014). Multifuel engines are the
direct effect of alternative fuels. These are engines that have the ability of running on
different fuels and offer lower emissions. Projects like RETROFIT, JOULES, HELIOS,
HERCULES-2, saw the development of two stroke or four stroke engines that either
run on different combinations of the following fuels, LNG/CNG/HFO/Diesel.
The use or harvesting of renewable energies in the maritime sector either for
propulsion or for auxiliary systems is another area of research that has been
identified. The use of kites for auxiliary wind propulsion (project ULYSSES), or rotorsails (RotorDEMO) were some of the most interesting concepts. The concept of using
kites has been around since 1980 (Loyd, 1980) while companies like SkySails have
already installed their solution on cargo ships offering up to 10 percent fuel savings
(SkySails, 2019). Companies like Norsepower have already demonstrated the use of
rotorsails that use the Magnus effect to generate electricity through vertical turbines
which have been installed on the deck of different ships (Ro-Ro, tanker and ferry
ships) offering reduction in fuel consumption between 6-10 percent depending on the
type of vessel (Norsepower, 2019).
Research in automation and autonomous technologies for road or rail transport has
received a lot of interest over the last decade while the concept is also looking
promising for the waterborne sector as well (Kretschmann et al., 2017).
Key driving forces for the adaptation of autonomous ships are labour and costs where
shortage of skills in the sector could accelerate the move towards unmanned vessels
(Lloyd’s register, 2017a).
Research project MUNIN studied the topic of autonomous ships. Other private
initiatives of the latter are the Yara Birkeland vessel by Yara and Kongsberg cos.
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(Paris, 2017) and the Svitzer Hermod by Rolls Royce (2017). Automation and smart ship
technologies are expected to be adapted by commercial shipping especially for
applications such as dry bulk cargo where it will offer the most economic benefits
(Lloyd’s register, 2017a). Key role in the adaptation of automation and smart
technologies will be sensors, Artificial Intelligence, connectivity (i.e. communication
systems and Internet of Things), cyber security and energy management of the vessel
(Lloyd’s register, 2017a). Sensor technologies will not be only for the vessel itself but
also for the port. Hence, the integration of the aforementioned technologies will be
crucial. Smart sensors will collect and monitor vessel parameters such as structural
health of the ship or components, operational environment, energy usage of vessel or
specific areas of the vessel and offer real time monitoring to stakeholders
(WATERBORNE, 2016b).
Within this framework projects like EEECSM-2, SCOUT, SEAHUB worked on the topic of
energy management. Being able to adjust energy usage and demand based on
operational conditions or having the ability to monitor the energy usage of an entire
fleet in real time (SEEHUB) are concepts that can help the maritime sector in the
future with the increased demand for reducing energy consumption.
Especially, in the case of autonomous ships the ability to have no or little human
intervention will rely on such technologies that will be able to monitor and optimize
energy performance of a vessel (Lloyd’s register, 2017a). Communication systems are
also important to help assist in the path towards automation. Ship to ship
communication and tracking of the ship through satellite systems including 5G
networks that will allow connected devices and the ship to communicate with control
centres will be needed (WATERBORNE TP, 201b; Lloyd’s register 2017a).
Alternative Maritime Power (AMP) such as cold ironing enables vessels at berth to use
shore power in replacement of their own auxiliary engines (Ballini & Rozzo, 2015)
and is one ofthe technologies that allows ships to reduce their environmental impact
while inside the port. In a European context ports like Gothenburg, Zeebrugge,
Antwerp, Oslo, Rotterdam have adapted this technology with Gothenburg being one of
the early adapters (WPCI, 2019).Some of the main barriers to the wider use of cold
ironing since it can actually help reduce emissions is the lack of compatibility between
ships and the grid as well as the high cost of implementation (Zis, 2019). The port itself
will need to decide whether the environmental benefits can outweigh the investment
cost and use it mainly on ships that are frequent callers.
Projects like TRIPOD, TARGETS, STREAMLINE and MOVEIT have carried out work on
propeller and rudder design in an effort to reduce fuel consumption and propulsion
efficiency of ships. Similarly Energy Saving Devices (ESDs) such as pre or post-swirl
devices aim to improve the inflow of water before the ship’s propeller or the rotational
flow of the propeller’s slipstream in the case of the latter (Nowruzi and Najafi, 2019).
These systems recover rotational losses in the propeller or improve the thrust using
ducts or fins while also improve the hulls wake field that can lead to energy losses
(Nowruzi and Najafi, 2019).
Finally, additive manufacturing is already used in the automotive and aerospace
industry for various components and will find further applications in the marine and
offshore industry (Yuan et al. 2018). The interest in the maritime industry for 3D printed
components can be seen be new endeavours such as port of Rotterdam’s Additive
Manufacturing Lab (RAMLAB) that has introduced the first class approved 3D printed
propeller and is in the process of producing a 1ton steel crane hook for offshore
usage (RAMLAB, 2019). The useof additive manufacturing can potentially find further
applications on board the ship or it can be also used for repairing components thus
reducing the ship’s downtime.
Discussions and conclusion
Earlier sections presented the EU vision for the maritime transport sector, the
technology themes that have been researched over the last 8 years within the context
of targeted research frameworks and the skill gaps for the shipbuilding industry.
The technology themes that were identified are based on public EU funds and
therefore arean indicative part of the overall research that is being carried out in the
maritime transport sector The specifics of the research that is being carried out by
private and industry initiatives could vary and can include more innovative technology
concepts although it remains within the overall context of the topics that have been
presented in chapter 5(Tromaras et al., 2018).
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Waterborne transport- dominant technology themes identified
Source: CERTH-HIT elaboration of data
The EU maritime vision presented in chapter 3 showed that the main points to be
tackled are relevant to the competitiveness of the sector; greenhouse gases, airand
noise emissions; ship waste, port operations; safety & security digitization; renewable
energies and alternative fuels; automation; integrating ports and logistics operations.
The aforementioned topics align with the research that has been carried out by EU
maritime research projects which was well expected given the fact that research
funding programs are based on priorities set by EU policies. Overall, the European
Union has been investing on research technology and development in the transport
sector in order to create a transport system capable of meeting the future challenge of
decarbonization, while retaining a competitive advantage over developing economies
and meeting changing societal needs in a global scale.
According to literature (Lloyd’s Register Marine & UCL Energy Institute, 2014) the fuel
maritime landscape will not overturn suddenly but it is estimated to take nearly two
decades. Factors such as cost and how strict future international emissions
regulations will be, are some of the key elements that will influence the adoption
of alternative fuels, renewable energies, electromobility and exhaust after-treatment
technologies in the sector, along with the willingness of the stakeholders involved
(Sdoukopoulos & Boile, 2019).
Regarding cost, fuel prices, their availability, refueling infrastructure and cost of
retrofit (Balcombe et al., 2019) will be important factors for the use of alternative fuels.
Retrofitting of ships with new clean technologies will be a significant alternative for
the reduction of environmental impacts of ships given their long lifecycle. Although the
cost of hydrogen or batteries is not expected to change significantly for the maritime
sector, technology advances in other transport sectors could cause cost reductions
(Lloyd’s Register Marine & UCL Energy Institute, 2014). Demonstration projects also
play a considerable role in field testing new technologies, showing their feasibility and
in some cases technologies are also re-innovated (Mosgaard and Kerndrup, 2016).
Transport
demand and socio economic trends will also play their role in the
change towards new cleaner technologies (Lloyd’s Register Marine & UCL
Energy
Institute, 2014).
Both technological and societal changes will cause demand for different products,
services and thus new associated skills for people working in the industry which are
expected to support the competitiveness of the latter. A very recent analysis on
current skills gaps in the shipbuilding industry, conducted within the framework of the
MATES research project, highlighted specific components of the value chain were new
competences should be developed by the relevant personnel, facilitating the
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introduction of new technologies andthus the significant enhancement of relevant
operations.
These include welding and metal works on ships, Artificial Intelligence (AI), 3D printing, ICT and mechanical engineers with deeper knowledge of ships. Although,
automation and AI might result into the outdating of certain occupations, they will
create at the same time new requirements for remote controlling and/or autonomous
operations. Hence, the demand for skills on ICT and data analytics is expected to
significantly increase in the near future so that companies can effectively adjust to the
dynamics of the relevant business environment and retain or even advance their
competitive position in order to cope with the digitization of the sector. 3D printing is
already an established technology with further future ahead, yet in case such
machines are brought on board ships, demand for operators and people who can
maintain them will rise. The aforementioned skills requirements should be carefully
translated into targeted recommendations for the effective adjustment of current
educational curricula and training programs so that qualified and well-trained
employees can enter the market in a timely manner.
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Synopsis of technology theme topics by waterborne EU transport projects and roadmaps
Maritime transport brief synopsis of technology themes

Projects and reports

Electrified
vessels

Hydrofoil taxi; electric ferry; Hybrid propulsion;

SEABUBBLE, E-FERRY, BB GREEN,
GFF, TRIPOD, IfM Education and
Consultancy Services Limited,
et al. (2015), WATERBORNE TP (2016b),

Computer Aided
Engineering

Simulations for wave resistance; CAD and
Computational Fluid Dynamic of for hull design;
designprocedures and CAD tools for Fiber Reinforced
PolymerShips; simulations for retrofitting technologies;
softwaredevelopment for life cycle modelling; shipyard
simulation; cavitation sound modelling; Simulation
tools for underwater noise modelling

PerSEE, No-Welle, SMARTYARDS,
FIBRESHIP, RETROFIT, SONIC, AQUO,
WATERBORNE TP (2016b), Malkin et al
(2016), IfM Education and Consultancy Services Limited et al. (2015)

Ship Design

Design for: recreational vehicles; CNG transport; inlandwater ways vessels; hull optimization for fuel consumption; future retrofitting technologies; holistic
ship design methodologies; ship hull air lubrication;

S.D.S, GASVESSEL, NEWS, RETROFIT,
FIBRESHIP, TARGETS, HOLISHIP,
MOVEIT, IfM Education and Consultancy
Services Limited et al. (2015)

Electric motors; Electric heaters; Waste heat recovery
systems; Hydrogen generators for auxiliary power;
Fuelcells; Hybrid propulsion

JOULES, INOMANS²HIP, H2MOVE,
TARGETS, TEFLES, Auxilia, MARANDA,
IfM Education and Consultancy Services
Limited et al. (2015)

Materials
development

Fiber Reinforced Polymers (FRP); advanced materials;
composite patch repairs; nano materials; ship coating for
antifouling

FIBRESHIP, RAMSSES, HERCULES-2,
Co-PATCH, WATERBORNE TP (2016b),
Lloyd's register (2015)

Alternative fuels &
refueling infrastructure

Adjustable diesel-/gas-/LNG-electric energy- and
propulsion systems; LNG power port terminal equipment; Electrified Rubber gantry cranes for ports; Fuel
additives; Hydrogen and methanol for engine propulsion; Refueling infrastructure for hydrogen and
production
Selective catalytic reduction (SCR) for high Sulphur
fuels; Diesel particulate filters; Exhaust gas recirculation
(EGR); Electrostatic seawater scrubber (ESWS) for PM,
SO2 and water soluble; Non Thermal Plasma Reactor
(NTPR) using Electron Beam and Microwave to remove
NOx, Volatile Organic Compounds (VOC), CO; SO2
dry and wet scrubbers; Combination of SCR and EGR
LNG/Diesel; Fuel flexible engines 2 stroke and 4
strokeengines; Compressed Natural Gas (CNG) and/ or
Liquefied Natural Gas (LNG) as an alternative hydrocarbon fuel to Heavy Fuel Oil (HFO); LNG- LPG/
Diesel engines; Dist-Meth, Dist-Eth and Dist-Gly
engines
Kite and suction sail propulsion simulation; Wind
assisted vessels with rotor sails; Photovoltaic
(PV) systems for energy storage

NEWS, GREENCRANES, GREENDRIVE,
H2OCEAN, MARANDA, IfM Education
and Consultancy Services Limited,
et al. (2015); WATERBORNE TP (2016b),
Lloyd's register (2015)
HERCULES-C, DEECON, RETROFIT,
JOULES, HERCULES-2, WATERBORNE
TP (2016b), IfM Education and Consultancy Services Limited et al. (2015)

Autonomous ships

Autonomous ship merchant vessels

Sensor
technologies

Security sensors for next generation port solutions; New
sensors and real time collection of ship parameters with
automated information management and surveillance
thatwill enable the use of big data applications; Wireless
sensor technology and micro- and nano-mechanical
sensors will revolutionize the environmental monitoring
for vessels. Future mammal avoidance and detection
sensors
Energy monitoring of vessels; Real time energy monitoring of fleets; Optimizing power depending on operational environment conditions (wind, waves, shallow
waters); Optimizing energy distribution onboard,
storage and peak smoothing

MUNIN, Lloyd's register (2015), Lloyd’s
register (2017a), Lennert et al (2016), IfM
Education and Consultancy Services Limited et al. (2015), WATERBORNE TP
(2016b)
SUPPORT, WATERBORNE TP (2016b),
Lloyd's register (2015), Lloyd’s register
(2017a), IfM Education and Consultancy Services Limited, University of
Cambridge (2015)

Secondary energy
converters

Integrated
Emissions Control

Multi-fuel engines

Renewable energies

Energy management
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RETROFIT, JOULES, HELIOS,
HERCULES-2, WATERBORNE
TP (2016b), Lloyd's register (2015)

ULYSSES, JOULES, SeagateSail,
TARGETS, RotorDEMO

EEECSM-2, SCOUT, SEAHUB,
WATERBORNE TP (2016b)

DPA PUBLICATION

Ship to ship and ship to infrastructure connectivity; 5G
networks on sea for data sharing and IoT concepts on
board vessels; Remote monitoring of ship’s condition
including Interfacing of ship with navigation system
withVessel Traffic Systems, Search and Rescue services
and the European maritime digital highway system

WATERBORNE TP (2016b), Lloyd's
register (2015), Lloyd’s register (2017a),
IfM Education and
Consultancy Services Limited,
University of Cambridge (2015)

Contracted and loaded tip (CLT) propellers, and counterrotating propellers (CRP) for electric driven pod propulsors; Wageningen B, Meridian and Upgraded
Meridian Series propeller designs; Advanced Screw Propeller System; Low cavitation noise propeller designs
Cold Ironing with electricity produced at harbor via LNG
generator; Modelling of cold ironing

TRIPOD, TARGETS, STREAMLINE, IfM
Education and Consultancy Services Limited
et al. (2015)

Energy saving
Devices

Water inflow improving devices; Pre-Swirl Stator, CFD
of a BLAD– Boundary Layer Alignment Device

STREAMLINE, GRIP, TARGETS

Energy
modelling

Dynamic energy modelling of ship’s components

REFRESH, INOMANS²HIP, TARGETS

Additive
manufacturing

Additive manufacturing for components

WATERBORNE TP (2016b), Lloyd's
register (2015), IfM Education and Consultancy Services Limited et al. (2015)

Rudder design

Twisted rudder design; Rudder optimization

STREAMLINE, MOVEIT

Communication
systems

Propeller
design

Alternative
Maritime
Power (AMP)

RETROFIT, INOMANS²HIP, TEFLES

Energy Saving Techniques
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CYBER SECURITY

University of Plymouth, Plymouth, UK , 08 November 2019

Cyber-SHIP: Developing Next Generation Maritime
Cyber Research Capabilities
As a growing global threat, cyber-attacks can cost millions of dollars or endanger national
stability and human lives. While relatively well understood in most sectors, it is becoming clear
that, although the maritime sector is becoming more digitally advanced (e.g., autonomy), it is
not well protected against cyber or cyber-physical attacks and accidents. To help improve
sector-wide safety and resiliency, the University of Plymouth (UoP) is creating a specialized
maritime-cyber lab, which combines maritime technology and traditional cyber-security labs.
This is in response to the lack of research and mitigation capabilities and will create a new
resource capability for academia, government, and industry research into maritime cyber
security risks and threats. These lab capabilities will also enhance existing maritime cyber
capabilities across the world, including risk assessment frameworks, cybersecurity ranges/
labs, ship simulators, mariner training programs, autonomous ships, etc. The goal of this paper
is to explain the need for next generation maritime cyber research capabilities, and
demonstrate how something like the proposed Cyber-SHIP Lab (Hardware, Software,
Information and Protections) will help industry, government, and academia understand and
mitigate cyber threats in the maritime sector. The authors believe a next generation cybersecure lab should host a range of real, non-simulated, maritime systems. With multiple
configurations to mirror existing bridge system set-ups, the technology can be studied for
individual system weakness as well as the system of-systems vulnerabilities. Such as lab would
support a range of research that cannot be achieved with simulators alone and help support
the next generation of cyber-secure marine systems.
As of 2019, the global implementation of robust maritime cyber-security policy is
essentially non-existent. One of the first analysis of the sector’s maritime-cyber
security capabilities was in 2013 when the EU reported that there was an international
lack of maritime cyber-security awareness, and that existing protocols catered to
purely physical aspects of security and safety (ENSIA 2011). Since then several generic
cyber-hygiene articles have been published to address rising concern in companies and
international organizations like the International Maritime Organization (IMO 2018).
However, generic cyber-hygiene is insufficient for robust security. Moreover, existing
cyber solutions fit poorly with the maritime-specific issues and the growth of
technology continues to introduce new risks. With this growing threat, it is clear that
there is a lack of the capability to fully analyze and mitigate the growing number of
maritime-cyber risks. One of the challenges to fully understanding and mitigating
maritime cyber risks is the bespoke nature of the equipment. The range of ship types,
sizes, and ages in the global fleet mean that the diversity of equipment configuration
from ship-to ship can vary greatly. This makes maritime cyber more difficult to
understand, because common analysis and risk assessment tools cannot just be
reapplied to a new context. As these systems are also connected in unique
configurations, with both Information Technology and Operational Technology (IT/OT)
working in the same environment, understanding and securing the system-of-systems
is also difficult. Just as security is different between rail and air, even though both
transportation sectors rely on similar systems, maritime needs its own dedicated
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research capabilities. One unique aspect of maritime cyber security is the blend of IT
and OT. The bulk of security efforts is normally focused on IT, but as there are many
physical operations in maritime (e.g., propulsion, cargo movement) OT needs to be
considered as well. This is why the University of Plymouth is creating research
capabilities to consider the physical aspects as well as the digital, hence a lab that is
accurate to the hardware level and not a simulation or emulation. Unfortunately, it is
also not easy for those outside the maritime community to contribute to maritime cyber
research. Data is difficult to acquire, and the equipment necessary is much more
expensive than more traditional security labs. Given this, the problems the University of
Plymouth aims to address by creating the Cyber-SHIP lab are:
- Risk assessment/management of maritime cyber threats (cyber, and cyber-physical)
-Find/fix vulnerabilities from hardware, software, and human-computer interactions
- Work with stakeholders to improve resiliency and cyber-safety of individual systems
- Analyze the cybersecurity of a collection of bridge systems, connected in real world
configurations
- Discover maritime-cyber threats that can be used to educate future mariners and
Navies
- Determine future cyber threats to assets, economy, human lives, and environment.
The rest of the paper is as follows, Section 2 describes existing tools and practices (e.g.,
why simulations are not sufficient for maritime-cyber research), evolving technology
trends and state-level threats. Section 3 uses the background to explain why the
maritime sector needs next generation maritime-cyber research capabilities, and how
the University of Plymouth is creating that capability. Section 4 describes future work to
be done, to work with other organizations to understand and reduce cybersecurity
threats in maritime and Section 5 concludes the article.
Background
Many organizations rely on maritime operations. In terms of volume, maritime trade and
passengers accounts for 90% of all worldwide transportation (ICS 2018). Other important
functions include military activity (i.e., Navy). Both of which are essential to a modern
countries’ national infrastructure, safety, and economy. This section looks at current
tools and practices for researching maritime-cyber threats and training individuals to
mitigate the threats. Next, it will discuss the current technological and cyber-risks
trends along with the human element of cyber-threats. Once these have been,
established Section 3 will discuss next generation research and training capabilities to
meet these growing maritime-cyber threats.
Existing Tools and Practices
Training and research facilities can be categorized by whether they primarily use
simulation, emulation, or the in-situ systems used (see Table 1).
Simulations and Training
Many universities and organizations use sophisticated simulators today with a focus on
training. In technical terms, simulation is the replication of general system behaviors
using a conceptual model. The benefit of simulators is that, when set up correctly, they
provide near-real experiences for training without all the hazards of the real world.

Positive

Negative

Simulation

Emulation

Live Systems

-Quick to develop

-More realistic

-Cheaper

-Repeatable

-Entirely realistic for training
and research

-Training tools

experiments

-Limited by conceptual
model

-Costly

-Real world consequences

-Not entirely
realistic

-Can be costly

Table 1: Strengths & weaknesses of different approaches for maritime training and research
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Currently the ratio of real world to simulation training is skewed toward more
simulation time, mirroring aviation, which is about 1:30 to 1:15 real training to simulation
time (Salman 2013). However, simulators are limited to their programming and have
made it difficult to simulate cyber-attacks for new cyber-aspects of training or maritime
-cyber research (Moorthy et al. 2005). While simulators can be continuously made more
realistic, the increased cost lowers the appeal of simulators for research purposes.
Other purposes for simulations, such as the “digital twin”, are relatively new and
in-development, and will be discussed further in the following subsection.
Emulation and Cyber-Ranges
Globally there has been an increase in cyber ranges, or cybersecurity labs, which are
computer labs designed specifically to handle the research of dangerous software (e.g.,
viruses, malware). There are a number of these ranges/labs in several countries,
commercially, academically, and for military purposes (Davis and Magrath 2013).
Majority of these use simulation or emulation. Unlike the software simulation of a few
system model behaviors, emulation replicates one system in another more faithfully. It
has been found that emulation, and cyber-ranges that use emulation, tend to be more
useful for training and research. That said the common downfall of emulation is that the
added infrastructure and abilities cost more (Davis and Magrath 2013) .
Additionally, for maritime, one downside of cyber-ranges is their almost exclusive view
on information technology, with little to no focus on operational technology. While
emulation can be semi-realistic, it cannot achieve total realism. This is troublesome
when connecting multiple systems together as they may not be able to communicate
(e.g., not timing-accurate) (Griffin et al. 2002). A significant benefit of the Cyber-SHIP is it
can studyconnected systems, as well as individual ones.
Real World (in-situ) Systems
To test real world systems (but not simulation or emulation), security-based
penetration testing can be highly useful for research. Real systems also provide the
most realistic training possible for learners. However, particularly in maritime, if a
mistake is made with the real equipment, a lot of physical and technical damage could
be caused (Allianz 2019; Lewis 2002). Ships could collide with sandbars and crucial
shipping data can be leaked. This is why, traditionally, simulation has been used for
structured human training and either simulation or emulation has been used for
research. Conversely, pen-testing has mainly been used for quality assurance and
information risk mitigation (Arkin et al. 2005; Calder and Watkins 2010).
The increase of cybersecurity threats in the digital age means that the maritime sector
needs newresearch capabilities to maintain safety standards. This is why the authors
propose a next generation maritime-cyber research capability, which combines cyberranges with real maritime equipment, specifically those found on a ship’s bridge. This is
to provide researchers with the benefits of real-world equipment, but adding safetyand
experiment capabilities with minimal, strategic, uses of emulation and simulation. This
isalso intended to start as a specialized facility catering to the maritime sector, a niche
no one is currently filling in this way. Using real hardware and software in a cybersecure lab environment will enable many research opportunities, leading to updated
training (see Table 1).
Evolving Technology
With the arrival of the digital age, systems are becoming more sophisticated and more
connected.A short summary of some key technological developments for the maritime
sector is provided, as describing the future digital trends for maritime is meant to
provide context to why next generation research capability is needed. References to
more detailed research will be provided for those interested in further detail. Given
these trends and the current capabilities, the authors illustrate how maritime-cyber
threats will keep growing.
Digital Twin and Virtual Reality
The use of simulation in the maritime sector is shifting away from primarily training to
other purposes. The digital twin concept (Tao, et al., 2018) uses simulation to re-create a
real ship digitally to aid ship design, construction, and monitor performance. While this
may have major advantages on researching efficiency and a ship’s lifecycle, it is less
relevant for cybersecurity. Augmented reality and fully virtual realities also use
simulation (Tam & Jones 2019c). Unlike full virtual reality, augmented reality has both
real and virtual elements. In maritime, this has been proposed to provide more
information for local or remote crews to control ship systems (Baldauf and Procee 2014;
Frydenberg et al. 2018). As this blends new technology with human-in-the-loop
decisions and actions, the Cyber-SHIP lab would beone possible facility to study cyber
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Figure 1: Overview of Research Capabilities with the proposed Cyber-SHIP Lab
vulnerabilities that could lead to false or malicious, information being provided to
human crew and the potential outcomes from those kinds of attacks.
Internet-of-Things
The concept of the IoT (Internet-of-Things) is thatmany devices communicate
significant amounts of data via the Internet. As that definition is broad, IoTnetworks can
be massive. This is true of maritime devices as well. As computing power becomes
cheaper and devices more useful and durable, morepersonal devices are being used
and more ship/portspecific devices are being connected (Cankar and Stanovik 2018; Ha
et al. 2018; Pizzo et al. 2018; Tam and Jones 2019b). One of the strengths of theproposed
Cyber-SHIP Lab, and the fact that it usesreal systems, is its ability to study connected
systems, either IoT or more traditional networks. This would be a new capability that
previous simulation and emulation methods have not achieved, for this level of cyberrelated research.
Autonomous
In some ways, autonomous ships and ports are builton top of IoT technology, as the
autonomy requiresmore digital monitoring (e.g., more sensors), increasing the number
of possible cyber vulnerabilities (Tam and Jones 2018). Therefore, again, analyzing the
communications between computing systems is critical for next generation research
capabilities. The main difference between autonomous and IoT is that more than
Internet- based networks may be used (Zolich et al. 2019). Unlike IoT, future research
into autonomous shipsand ports will have to study the cyber-physical threats more, as
more of the devices connected willbe used for physical operations as well (e.g.,
navigation, propulsion, cargo management) insteadof primarily for monitoring and
sharing data. Semi-autonomous technology may also use virtual reality, as described
earlier.
IT/OT convergence
Lastly, there has been a trend of converging IT andOT, particularly in maritime. This
follows the general trend observed in other topics of systems becoming more
connected. IT/OT convergence, however, is a little different, as there are more
operational system involved, increasing the numberof cyber-physical vulnerabilities and
threats possible (Man et al. 2018). As this and the other digital trends in this section
show, maritime cyber threats are growing and evolving with technology itself and how
the technology is used. Of the four digital trends presented, the OT aspect will likely
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require the most emulation when researching maritime cybersecurity of IT/OT systems.
As discussed in this paper, current research and teaching facilities would struggle to
accommodate to these digital trends, as facilities are not set up to accommodate for
multiple connected systems, especially IT and OT systems together.
Cyber Threats
The body of work on general cyber threats is vast; in contrast, maritime cyber threats
are not as well defined. This section is not an exhaustive study, but instead discusses
some of the most relevant studies relating to cyber threats in maritime across industry
and military. Cyber-attacks can have many outcomes, cyber (e.g., data theft), physical
(e.g., collision, real theft), financial (e.g. loss of customer data, delays in shipment)
and more. Attacks can also be fast, with computers an attack can happen in less than a
second, or be long lasting.For example, spying or loss of intellectual propertydata can
affect short-term and long-term competitiveness of businesses and cause national
security problems if leaks occurred during government or military espionage incidents
(Choo2011). There are also many types of human threats from pranksters to terrorists
(BIMCO 2016; Tam and Jones, 2019b). In maritime most cyber-relatedincidences so far
seem to have been accidental rather than attacks (Maersk 2017; Rajamanickam 2018);
however, recent attack by state-actors havealso shown that the military must be ready
for a number of cyber-attacks on maritime vessels and infrastructure (C4ADS 2019;
Climpanu 2019).
Next Generation Research Capabilities
Many rely on maritime operations across industry, military, and academia; therefore,
there are many facilities for researching and teaching globally.Earlier sections have
demonstrated (1) the rising cyber-security threat (2) digital age vulnerabilitiesand (3)
the limitations of current capabilities. In this section the authors describe the current
capabilities at the University of Plymouth withrespect to maritime and cyber, and then
describe the proposed Cyber-SHIP Lab as a next generation research capability for
cybersecurity in maritime.
Current UoP Capabilities
This section does not describe the UoP simulators and cyber-range, as they are
currently standard (see Section 2.1). This section discusses several unique maritimecyber facilities at the university. Thisincludes the Plymouth Smart Sound and Maritime
Cyber Risk Assessment (MaCRA) framework andhow they will work with Cyber-SHIP to
provide new research capabilities together.
Smart Sound
Smart Sound Plymouth is a proving area for designing, testing and developing cuttingedge products and services for the advanced marine sector. Covering over 1,000km2 of
ocean off Plymouth Sound, the proving area’s impressive variety of water depth, sea
states and weather conditions is ideally suited for conducting sea trials, including subsea tests with access to offshore water depths of 75m. The University of Plymouth has
partnered with the Marine Business Technology Centre (MBTC), and others, pooling a
number of physical assets to aid technological development. For example, UoP is
providing access to its unmanned surface vessels, shown in Figure 1. Smart Sound
Plymouth is ideally suited for building and supporting the next generation of marine
technologies. Since it is dangerous to do cyber- research in open waters, possibly
affecting other ships, most of the dangerous research can be done in the Cyber-SHIP.
Experiments that pass safety standards in the lab can then be repeated in the real, but
safely controlled and fully instrumented (e.g., monitored), smart sound environment.
MaCRA
This maritime cyber risk assessment framework hasbeen designed specifically to quantify
and prioritise cyber risks in maritime. The MaCRA framework inputs data on system
vulnerabilities, potential outcomes, as well as attacker abilities and target defenses
(Tam and Jones 2019b). It then outputs graphical or numerical risk profiles that can be
customised to the analyst to answer specific or broad maritime-cyber risk queries (see
Figure 2). Connecting MaCRA to the proposed lab would increase the framework’s risk
profile details, and help prioritize threat-mitigation research when analyzing CyberSHIP bridge configurations.
New Cyber-SHIP Capabilities
This section describes the proposed lab in more high-level detail, as well as the aim of
the lab. Once the next generation lab is established, future work will analyze the
architecture in full detail.
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Setup
The establishment of the Plymouth Cyber-SHIP (Software, Hardware, Information, and
Protection)Lab would be a transformational step towards developing a new research
capability for maritimecyber-security. It would also add new capabilities to existing
facilities (e.g., ship simulators, cyber- ranges, Smart Sound). The approach proposed
in this article addresses a number of complex and interlinked issues affecting the
maritime industry. Both technological and human behavioral aspects must be taken
into account for effective mitigation of threats, as must with the huge variation in
vesseltypes, which can be subjected to cyber-attacks in different ways for various
motivations.
Understanding and addressing all of these parameters is the crux of the innovation in
this approach. Providing a space where industry, military, and academia can pool
together resources and research efforts would be beneficial toward increasing
maritime cybersecurity across the sector.Moreover, as a non-competitor in the shipping
market, an academic lab is also in a position to begin gathering anonymized data for
furtherresearch ranging from secure military research, to public academic research in
universities andorganizations that do not have the means to generate this data. To do
this, real bridge equipmentwill be gathered in a secure lab, where in-depth tools (e.g.,
pen-testing) can be used to discover andanalyze cyber vulnerabilities from the hardware, to software and digital-human interactions.

Figure 3: UoP cyber-range

Figure 4: UoP ship simulator, main bridge

Figure 2: Risk Projections in MaCRA
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A secure lab would have traditional network
protections to prevent damage to outside
entities, as well unique capabilities such as a
faraday cage or signal simulation to test
spoofing and jamming, which canbe damaging
and is illegal outside a secure lab. Software
tools will also be made for vulnerability and
risk research and for running experiments.
The Cyber-SHIP Lab will assemble key
equipment found on a ship’s bridge to test
resilience from a systems-of-systems
perspective. As mentioned, one the downfalls
of simulation and emulation is that, although
individual systems can be re-created, it is
difficult to then connect these modelled
systems as most simulations and emulations
are not timing- accurate down to the hardware level.
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By connecting the real hardware together, with limited simulation and emulation used
to interact with the system as a connected whole, the Cyber- SHIP would be capable of
researching more than individual systems. This is important in the diverse IT/OT
maritime environment, but particularly for ships, which connects a number of different
systems. While the lab is unlikely to be able re-create every available bridge setup,
based on international regulations (IMO 2003; IMO 2018), the lab should be configurable
to most common setups. A variety of examples for each aspect of bridge equipment, in
rack-based infrastructure, will allow rapid and complex configurations to aid
experimentation as well as match a wide variety ofreal world setups.
As a shared capability, organizations across academia, government, military, and industrywould also be able to provide, temporarily or in thelong term, missing systems
for their own research without needing to invest in their own lab.
New Cyber-SHIP Aims
Once assembled, the Cyber-SHIP lab will enable new cybersecurity research into
individual systems and connected systems, from the hardware to human user level,
enabling the development ofmitigation measures both technically and for humanfactors
perspective. The lab as it stands now will bedeveloped and delivered in partnership with
key partners including equipment manufacturers,solution developers, shipping and port
operators, ship builders, classification agencies, government branches (e.g. transport,
maritime incidents) and insurance companies. This is to ensure that anumber of bridge
configurations can be achieved with a single lab, and demonstrates the wide rangeof
interests from different niches in the sector.
It is important to recognize that, although researching maritime cybersecurity is
crucial, it is not currently an easy area of research. As maritimecyber data is scarce,
commercially sensitive, or pertains to national security and the equipment necessary
to represent shipping environments is much more expensive than more traditional
security labs, it may be overlooked as a research field. Providing a space where
government industry and academia can pool resources and research efforts will be of
significant benefit to all those involved with maritime. While this maritime-cyber lab
aimsto provide next generation research capabilities, it is not intended as a stand-alone
solution. As seen in Figure 1, the Cyber-SHIP lab is meant to be integrated with other
existing facilities. In this case,the lab is able to connect to other UoP facilities, including
its cyber-range and ship’s bridge simulator (Figures 3 and 4 respectively).
A lab like this would also benefit from sharing datawith risk assessment frameworks
for maritime operations across the sector, and help facilitiesdesignated for the future
of autonomous ships,including drones. Following this is a more in-depthdiscussion on
future work regarding the Cyber- SHIP lab in isolation and with other existing
capabilities in both maritime and cybersecurity.
Future Work and Limitations
The largest negative to the Cyber-SHIP Lab approach is the cost (see Table 1), both
initial and updates. It is possible that, as systems update to become more cybersecure and provide better forensic data (Tam and Jones, 2019a), this lab maybe less
useful in 20-30 years. However, without some next generation research capabilities, it
would be difficult for systems to become sufficiently cyber secure fast enough to meet
today’s threats and those in the near future. This is the rationale behind Cyber-SHIP.

Future UK Cyber Security Strategy Project
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Once this facility has been established, future work can be done to layout the architecture in detail. In the future, this lab may branch out to include more systems as well (e.g.,
port). The lifecycle of the proposed lab should mirror a real ship, and if the research
output was of sufficient quality, an updated lab may not be needed. Future work may
also take what is learned in such a lab to update human training. More technically,
future work should look at each systems individually (e.g., navigation, sensors, IoT
devices) and as a part of the ship’s system-of-systems for vulnerabilities. Future
research should also examine human-to-machine (e.g., augmented reality) interactions
individually, but also as a whole, particularly as the amount of data humans need to
process increases. The Cyber-SHIP lab will also help developers create automated
audit/pen testing tools and AI solutions for intrusion detection and other malicious
cyber-activity in systems.
Conclusions
The Cyber-SHIP Lab is designed to supply next generation research capabilities into maritimecyber, particularly for analyzing hardware, software, information, and developing protections.
Unlike existing research capabilities, the labenables system-of-systems research on connected
devices, instead of individual systems in isolation.Development of Cyber-SHIP is meant to meet
growing trends in maritime technology and will enable ongoing testing and validation of software and hardware systems to counter the threat of cyber-attacks to industry, government,
andacademia, also by bringing resources together. Thelab is also designed to enhance current
research facilities, simulators and cyber-ranges, while providing a much-needed capability that
neither ofthese can provide for future security needs.

Kimberly Tam, Kevin Forshaw, Kevin D Jones University of Plymouth, Plymouth, UK
uploaded by Kimberly Tam on 08 November 2019

Cyber- risk assessment method for ship systems
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By Jonathan Saul and Nina Chestney 30 October 2020

GREEN HYDROGEN

The Path to Zero: First Wave of Ships Explore Green
Hydrogen

Norwegian ferry operator Norled is developing
hydrogen-powered ferries
While there is no consensus on what will be the maritime 'fuel of the future', developers across
the world are for the first time testing the use of hydrogen to power ships as the maritime industry races to find technologies to cut emissions and confidence grows the fuel is safe to use
commercially.
To reach goals for the shipping industry set by the United Nations, industry leaders say the first
net-zero ships must enter the global fleet by 2030. Ships powered by green hydrogen could help
meet the target.
Made from electrolysis to split water into hydrogen and oxygen using electricity from
renewable energy, green hydrogen is emissions free.
Oil major Royal Dutch Shell last month reiterated its commitment to hydrogen, which it
saw as "advantaged over other potential zero-emissions fuels for shipping".
While hydrogen's green credentials make it attractive to industrial users, including ship
owners and oil majors, it is far less dense than other fuels, meaning more onboard fuel
storage capacity is needed. That makes it more feasible, for now, for use in vessels on
short voyages.
"(Hydrogen) is going to be massive," said Steve Hall, Chief Executive, Society for Underwater Technology, "Whether it be blue hydrogen, the hydrogen that's being derived from
natural gas, and then you capture the carbon and put it back into the rocks, or whether
it's the green hydrogen, hydrogen that's been electrolyzed from sea water using renewable electricity." “And I suspect that by the time we get to 2030 the offshore hydrogen
industry is going to be massive (too)," said Hall. "Hydrogen, I think, is going to be key to
being able to decarbonize things like locomotives, ships, trucks, for example. The small
private automobile is going to be fine running on batteries, but fuel cells is where it's
going to be at for large-scale, heavy duty use."
ABB is working on hydrogen fuel cell systems, including for passenger and cargo ships.
One of its projects involves developing a fuel cell-based power and propulsion system
for a new-build river vessel along France's Rhone river. "ABB sees short-distance shipping as the first adopters of the fuel cell technology," said Juha Koskela, division president, ABB Marine & Ports.
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Fuel system pilots
Green hydrogen fuel costs around 4-8 times the price of very low sulfur fuel oil,
estimates by risk management firm DNV GL find.
Other types of hydrogen are cheaper, but that is because they are produced using fossil
fuel, which means they are not emissions free.
Green hydrogen is expected to fall in price over the next couple of decades as the cost
of renewable energy and electrolyzers falls.
For companies to invest en masse, however, the associated infrastructure for refueling
and transportation, including electrolyzers, compressors, storage, tanks and pipelines,
must also be in place.
Christos Chryssakis, of DNV GL, said it took around 20 years to establish liquefied
natural gas refueling infrastructure. He said the process could be quicker for hydrogen,
but industry estimates find many billions in investment would be needed.
In Norway, regulations could accelerate the process.
Cruise ships and ferries sailing through the country's heritage-protected fjords must be
emissions-free by 2026, which is prompting shipping companies to consider fuel
combinations including hydrogen.
Norwegian-headquartered ship designer and ship yard Ulstein is working on building a
support ship for the offshore oil sector that would use hydrogen as one power option.
"Rather than wait for hydrogen bunker infrastructure to be matured, we went for
a hybrid design using a containerized solution for the hydrogen storage tanks,
" Ulstein's Nick Wessels said.
The company is also working on a separate hydrogen project for wind installation
turbine vessels, he said. Municipalities in Norway have launched a tender process,
which includes the development of hydrogen-powered, high-speed vessels by 2022,
officials say.

The ULSTEIN SX190 Zero Emission DP2 construction support vessel is Ulstein’s first
hydrogen powered offshore vessel, featuring a Nedstack fuel cell power system. The
DP2 vessel can cater for a large variety of offshore support operations.
(Image: Ulstein)

22

MARITIME TECHNOLOGY UPDATE

SUMMER 2021

DPA PUBLICATION

"I don’t think you can build a completely hydrogen-powered vessel of large size at this point in time. There will
still need to be another accessible power source like diesel," Kasper Søgaard, GMF head of research, said.

Concept illustration of a push boat powered by fuel
cell system (Image: ABB)

Other countries are also making strides. Belgium's Compagnie Maritime Belge (CMB)
built its first hydrogen-powered passenger shuttle boat, which hit the waters in 2017 in
Belgium. It will provide a hydrogen ferry for Japan by April next year - the first
hydrogen ferry in Asia - and is involved in a tug boat project with the port of Antwerp,
CMB's chief executive Alexander Saverys said.
Other ports are working on hydrogen options at terminals. The Spanish port of Valencia
said it will deploy prototype machinery, including for box container handling operations,
early in 2021, while Britain's Felixstowe port is looking into hydrogen, based on its
proximity to offshore wind farms and a nuclear power plant.
Short trips versus ocean trade
The shipping industry, which is responsible for 2.89% of global CO2 emissions, is in the
midst of a transition to fuels that would reduce those emissions by 50% by 2050 from
2008 levels.
A study by the non-profit Global Maritime Forum (GMF), which mapped out 66 projects
looking at zero emissions in shipping, showed 19 of the 21 initiatives relating to fuel
production used hydrogen in some form.
The majority of these anticipated using hydrogen to make other products, such as
ammonia, methanol or ethanol, to improve the schemes' viability. Seven are pure
hydrogen projects.
Some in the shipping industry remain unconvinced hydrogen is safe as a power source
for larger vessels carrying large amounts of fuel onboard. But for many, the bigger
question is economics.
"The big challenge using hydrogen for deep sea shipping is the cargo volume you would
lose to have enough hydrogen stored for long voyages, which could be a commercial
killer," Kasper Søgaard, GMF head of research, said. Ulstein's Wessels expects the need
for backup fuel options will persist until there leap in technology and infrastructure .
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By Brian Jefferson 25 March 2021

CYBER ATTACKS

The 15 Most Common Types of Cyber Attacks

A cyberattack is where an attacker tries to gain unauthorized access to an IT system for
the purpose of theft, extortion, disruption or other nefarious reasons.
Of course, a large number of security incidents are caused by insiders – whether
through negligence or malice. However, for the sake of simplicity, let us assume that a
cyber-attack is carried out by someone who is not, or was not,
a member of your organization. While there are many different ways that an
attacker can infiltrate an IT system, most cyber-attacks rely on pretty similar
techniques. Below are some of the most common types of cyber-attacks.
1. Malware
Malware is a type of application that can perform a variety of malicious tasks. Some
strains of malware are designed to create persistent access to a network, some are
designed to spy on the user in order to obtain credentials or other valuable data, while
some are simply designed to cause disruption.
Some forms of malware are designed to extort the victim in some way. Perhaps the
most notable form of malware is Ransomware – a program designed to encrypt the
victim’s files and then ask them to pay a ransom in order to get the decryption key.
2. Phishing
A Phishing attack is where the attacker tries to trick an unsuspecting victim into
handing over valuable information, such as passwords, credit card details, intellectual
property, and so on.
Phishing attacks often arrive in the form of an email pretending to be from a legitimate
organization, such as your bank, the tax department, or some other trusted entity.
Phishing is probably the most common form of cyber-attack, largely because it is easy
to carry-out, and surprisingly effective.
3. Man-in-the-middle attack (MITM)
A man-in-the-middle attack (MITM) is where an attacker intercepts the communication
between two parties in an attempt to spy on the victims, steal personal information or
credentials, or perhaps alter the conversation in some way.
MITM attacks are less common these days as most email and chat systems use end-toend encryption which prevents third parties from tampering with the data that is
transmitted across the network, regardless of whether the network is secure or not.
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4. Distributed Denial-of-Service (DDoS) attack
A DDoS attack is where an attacker essentially floods a target server with traffic in an
attempt to disrupt, and perhaps even bring down the target. However, unlike traditional
denial-of-service attacks, which most sophisticated firewalls can detect and respond to,
a DDoS attack is able to leverage multiple compromised devices to bombard the target
with traffic.
5. SQL injection
SQL injection is a type of attack which is specific to SQL databases. SQL databases uses
SQL statements to query the data, and these statements are typically executed via a
HTML form on a webpage. If the database permissions have not been set properly, the
attacker may be able to exploit the HTML form to execute queries that will create, read,
modify or delete the data stored in the database.
6. Zero-day exploit
A zero-day exploit is where cyber-criminals learn of a vulnerability that has been
discovered in certain widely-used software applications and operating systems, and
then target organizations who are using that software in order to exploit the
vulnerability before a fix becomes available.
7. DNS Tunnelling
DNS tunnelling is a sophisticated attack vector that is designed to provide attackers
with persistent access to a given target. Since many organizations fail to monitor DNS
traffic for malicious activity, attackers are able to insert or “tunnel” malware into DNS
queries (DNS requests sent from the client to the server). The malware is used to
create a persistent communication channel that most firewalls are unable to detect.
8. Business Email Compromise (BEC)
A BEC attack is where the attacker targets
specific individuals, usually an employee who has the ability to authorize financial
transactions, in order to trick them into transferring money into an account controlled
by the attacker. BEC attacks usually involve planning and research in order to be
effective. For example, any information about the target organization’s executives,
employees, customers, business partners and potential business partners, will help the
attacker convince the employee into handing over the funds. BEC attacks are one of the
most financially damaging forms of cyber-attack.
9. Crypto jacking
Crypto jacking is where cyber criminals compromise a user’s computer or device and
use it to mine cryptocurrencies, such as Bitcoin. Crypto jacking is not as well-known as
other attack vectors, however, it shouldn’t be underestimated.
Organizations don’t have great visibility when it comes to this type of attack, which
means that a hacker could be using valuable network resources to mine
a cryptocurrency without the organization having any knowledge of it. Of course,
leaching resources from a company network is far less problematic than stealing
valuable data.
10. Drive-by Attack
A ‘drive-by-download’ attack is where an unsuspecting victim visits a website which in
turn infects their device with malware. The website in question could be one that is
directly controlled by the attacker, or one that has been compromised.
In some cases, the malware is served in content such as banners and advertisements.
These days exploit kits are available which allow novice hackers to easily setup
malicious websites or distribute malicious content through other means.
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11. Cross-site scripting (XSS) attacks
Cross-site scripting attacks are quite similar to SQL injection attacks, although instead
of extracting data from a database, they are typically used to infect other users who
visit the site. A simple example would be the comments section on a webpage.
If the user input isn’t filtered before the comment is published, an attacker can publish a
malicious script that is hidden in the page. When a user visits this page, the script will
execute and either infect their device, or be used to steal cookies or perhaps even be
used to extract the user’s credentials. Alternatively, they may just redirect the user to a
malicious website.
12. Password Attack
A password attack, as you may have already guessed, is a type of cyber-attack where
an attacker tries to guess, or “crack” a user’s password. There are many different
techniques for cracking a user’s password, although an explanation of these different
techniques is beyond the scope of this article. However, some examples include the
Brute-Force attack, Dictionary attack, Rainbow Table attack, Credential Stuffing,
Password Spraying and the Keylogger attack. And of course, attackers will often try to
use Phishing techniques to obtain a user’s password.
13. Eavesdropping attack
Sometimes referred to as “snooping” or “sniffing”, an eavesdropping attack is where the
attacker looks for unsecured network communications to intercept and access data that
is being sent across the network. This is one of the reasons why employees are asked
to use a VPN when accessing the company network from an unsecured public Wi-Fi
hotspot.
14. AI-Powered Attacks
The use of Artificial Intelligence to launch sophisticated cyber-attacks is a daunting
prospect, as we don’t yet know what such attacks will be capable of. The most notable
AI-powered attack we’ve seen to-date involved the use of AI-powered botnets which
used slave machines to perform a huge DDoS attack. However, we’re likely to see much
more sophisticated attack vectors to come.AI-powered software is able to learn what
kinds of approaches work best and adapt their attack methods accordingly. They can
use intelligence feeds to quickly identify software vulnerabilities, as well as scan
systems themselves for potential vulnerabilities. AI-generated text, audio and video will
be used to impersonate company executives, which can be used to launch very
convincing Phishing attacks. Unlike humans, AI-powered attacks can work around the
clock. They are fast, efficient, affordable and adaptable.
15. IoT-Based Attacks
As it currently stands, IoT devices are generally less secure than most modern
operating systems, and hackers are keen to exploit their vulnerabilities. As with AI, the
internet-of-things is still a relatively new concept, and so we are yet to see what
methods cyber-criminals will use to exploit IoT devices, and to what ends. Perhaps
hackers will target medical devices, security systems, smart thermometers, or perhaps
they will seek to compromise IoT devices in order to launch large-scale DDoS attacks. I
guess we will find out in the years to come.
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GLOBAL TRADE

Sandhya D'Mello Dubai 3 June 2021
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Dubai is the leading maritime center of the Middle East and at a global level, it currently ranks 9th, in the list

The UAE is focused on the investment in facilities and services required to meet the
needs of global trade and hence shipping businesses located within the Middle East
have some significant investment programs underway, said Nikeel Idnani, honorary
secretary, Institute of Marine Engineering, Science & Technology (IMarEST) UAE Branch.
Idnani said: “The marine subsidiaries of national oil companies have ambitious fleet
expansion programs to meet the oil, gas, petrochemicals transportation requirements
of their parent companies.
The assets will require maintenance and the ship repair yards are consequently
enhancing their infrastructure while chalking out plans to
diversify to reduce
dependence on traditional tanker repair activity. In fact, long-term thinking has indeed
been a hallmark of the UAE maritime sector strategy since the visionary building of
Jebel Ali port in the 1970s which is now the biggest and by far the busiest port in the
Middle-East.”
The region joins the global shipping industry in its commitment to raising environmental
protection by exploring sustainable options through the latest innovations and emerging
technologies that could improve the efficiency and performance of vessels. A primary
example is the Kuwait Oil Tanker Company (KOTC) in it’s commitment to reducing GHG
resulting from fleet operations, has recently been assessed as being fully compliant
with the latest ISO 50001 energy management standards, following a series of initiatives
designed to maximise energy use savings across its fleet and reduce emissions levels.
KOTC joins the crème de la crème of global shipping companies that have successfully
implemented the ISO energy management system.
Other equally important changes include digital solutions, automation and autonomy,
and the resulting cybersecurity risks and data threats which are being explored to help
plan and prepare for the future of Middle East shipping. “Despite regional oil and gas
companies redefining their exploration and production strategies in light of recent
global events, there will still be a number of major upcoming offshore projects in the
Middle East that will bring commercial opportunities for the equipment and services

of 50 leading maritime capitals of the world.

UAE focused on investments in facilities, services to
meet global trade needs

sector. Decarbonisation, digitalisation, and sustainability are the buzz words that
resonate with responsible Middle East governments,” said Idnani.
The mission of the IMarEST is to be the international organisation of choice for all
concerned with marine resources and activities, by providing professional leadership,
upholding standards, developing and sharing knowledge based upon integrity, quality,
and fairness. The IMarEST was established in 1889 in London, where it continues to be
The Dubai-based IMarEST UAE Branch is a nonprofit entity managed by a committee of
volunteers. The branch has established itself as the regional benchmark of marine
engineering by providing an impartial platform to disseminate world-leading technical
research by companies at the forefront of marine technology.
The IMarEST UAE branch, which is based in Dubai, fosters links between IMarEST
members, other professional bodies, and industries at the regional level, leveraging on
the reputation built as one of the foremost marine technical organisations in the Middle
East.
“We believe that an investment in the maritime services environment yields the best
interest in terms of nurturing the talent pool and creating a solid foundation for marine
professionals. This boosts regional maritime competitiveness commensurate with
Dubai’s ambitious vision of being the world’s top five leading maritime centers by 2024,”
said Idnani.
The UAE has the seventh-largest proven oil reserves, has consolidated its position as
one of the world’s leading maritime hubs. The country’s success in this sector is largely
due to putting in Place long-term strategies that provide a framework for
major investments in infrastructure and shipping assets as well as harnessing new
technology. Dubai is the leading maritime center of the Middle East and at a global level,
it currently ranks 9th, in the list of 50 leading maritime capitals of the world.
Oman is also increasing the scope of its shipping services segment in order to
strengthen its appeal as a maritime and logistics hub by integrating its flagship Oman
Shipping Company and Oman Drydock Company into a single corporate entity in a bid to
improve efficiency levels and ramp up a fleet expansion program. Saudi Arabia’s Bahri
owns and operates a world-class fleet, including one of the world’s largest fleet of Very
Large Crude Carriers, championing the Saudi Vision 2030 to transform the Kingdom into
a key strategic regional hub and logistics gateway across three continents.
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Wartsila 6 October 2020

PORT OPERATIONS

New Navi-Port technology to revolutionize
port operations

At ports around the world, anchored vessels sit in the distance, waiting for permission
to dock, resulting in fuel waste, higher carbon emissions, and congestion. Is there
a solution to this problem?
In most cases, cargo ships arriving at port are assigned a docking space on a first-come
-first-served basis. This method of port arrivals has, in effect, created a queueing
system that wastes fuel and produces excess greenhouse gas emissions. It’s also a
source of increased workload for captains and crews, who often work on tight
schedules only to sit in congested ports waiting for a berth.
A major source of inefficiency in port arrivals is that ships use “unnecessarily excessive
speeds” only to reach port and have to wait for berthing slots or access to piloting or
towage, according to Matteo Natali, General Manager of Business Development at
Wärtsilä.
“Container ships spend on average 6% of their time at anchor waiting for berthing,” says
Natali.
If a port implements a scheduling system that allocates berths to specific vessels and
maintains continuous communication with the vessels to achieve just-in-time arrival,
the need to anchor is significantly reduced. Additionally, even small adjustments to a
vessel’s speed have dramatic impacts on fuel consumption.
An important reason just-in-time sailing has drawn support recently is the maritime
industry’s focus on achieving the sustainability goals to reduce greenhouse gas (GHG)
emissions set forth by the International Maritime Organization (IMO) for 2050. Reducing
the industry’s carbon footprint requires making changes on many fronts.
Compared to many other GHG reduction methods, aiming for just-in-time arrival is
impactful, cheap, and able to improve operational efficiency if the industry is willing to
adapt. While there are emission abatement technologies available on the market, the
just-in-time concept optimizes voyages so that unnecessary fuel consumption and
emissions are avoided in the first place.
Better communication, better planning
Moving away from the current system isn’t easy, however. “For just-in-time arrivals to
work, ports need to move to an orchestrated system where berth slots are allotted
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based on operations and availability,” says Natali.
To achieve an optimized system of just-in-time arrivals, ports and vessels need an open
platform for transparent communication. While ongoing exchanges of information are
crucial to achieving a system of just-in-time arrivals, currently a significant portion of
communication in the maritime transport segment occurs via old-fashioned interactions
including mail, telephones, and telefax. Wärtsilä technology is revitalizing the outdated
methods for an updated and integrated solution.
The company recently launched a new data-sharing system called Wärtsilä Navi-Port,
a middleware that will be fully integrated with other voyage optimization tools in
Wärtsila’s Fleet Operations Solution (FOS) system, according to Natali.
“Wärtsilä’s Smart Marine Ecosystem approach is aimed at eliminating wasteful
practices in shipping operations, and the Wärtsilä Navi-Port solution does just that,”
says Torsten Büssow, Managing Director, Wärtsilä Voyage, in a press
release announcing the development.
A solution for all segments
A variety of factors can affect port arrivals and departures, which means that delays
must be built into any maritime scheduling system. Navi-Port enables ship-to-shore
communication to optimize voyage planning, weather routing, and fuel consumption.
With Navi-Port, the designated just-in-time arrival information from ports is sent
directly to a ship’s navigation system. Captains of vessels receive updates on new
recommended times of arrival and can accept changes to optimize speeds for the
amended planned time. Navi-Port also sends data back to ports to update timetables
when a vessel is delayed at sea.
Navi-Port technology has undergone successful testing as part of a joint project
between Wärtsilä, Carnival Maritime and HVCC Hamburg Vessel Coordination Center.
Bureau Veritas Marine and Offshore has approved the technology’s cybersecurity
protocols.
The tests highlighted the impact of just-in-time arrivals on improving efficiency,
resource planning, reducing fuel consumption and carbon emissions, and also underscored the importance of just-in-time arrivals for all segments of the maritime industry
dedicated to optimizing sustainability solutions.
“We are committed to making cruising more sustainable, and to setting an example in
greener and safer operations,” Michael Salzmann, Senior Nautical Superintendent at
Carnival Maritime says in a press release. “We have tested the [Wärtsilä Navi-Port]
solution with two of our ships, the ‘AidaSol’ and the ‘AidaPerla.’ The ships’ onboard
Wärtsilä NACOS Platinum navigation systems were connected directly to Hamburg
Vessel Coordination Center, which allowed continuous communications, resulting in just
-in-time arrivals.”
Creating a new mindset
For the Navi-Port technology and a system of just-in-time arrivals to be wholly
successful, however, Natali believes that more than technological developments are
needed; maritime stakeholders must shift their ways of thinking about the traditional
means of operation. In the shipping sector there are certain legacy processes or
contractual frameworks that may be impacting the attractiveness of just-in-time sailing.
Through demonstrating the “unprecedented saving” and other benefits of just-in-time
arrivals, Natali believes this new mindset is possible.
“It is essential to create a wide network of connected ports and vessels,” Natali says.
“While Navi-Port can bring immediate benefits to the ship operators and the port
community, the wider the network of connected users, the stronger the value of the
system.” Navi-Port was also built to adapt to the infrastructure and technology in the
current fleet.“The key behind Wärtsilä Navi-Port is flexibility and inter-operability – Navi
-Port can connect easily to any kind of vessel, navigation system, or port system,” Natali
says.
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Nium 3 June 2021

DIGITIZATIOM

Nium Announces Launch of Global Digitized
Payment Solution for Maritime Companies

Nium recently announced the launch of its maritime payment solution, focusing on
digitized payment options for shipping companies, management, seafarers, and their
families. According to information released by the leading global payments platform, the
payment solution – known as the Nium Pay app, utilizes the company’s global license
network to successfully integrate the technology stack for real-time payroll
disbursements, vendor payments, eWallet services, and remittances.
Bernhard Schulte Shipmanagement (BSM), integrated maritime service leader, is the
first to use Nium’s maritime payment solution for their Spend Management Process.
The solution includes the launch of BSM branded multi-currency Visa debit cards
and eWallet services for their seafarer population. This also includes
a supplementary Visa card available for the seafarer’s families.
“Technology development in the shipping industry is accelerating as shipping
companies and their seafarers seek modern ways of moving money,” said Gitesh
Athavale, Head of Sales, South East Asia and Hong Kong. “Our maritime payments
solution provides an efficient and cost-saving way for shipping company
management to
digitalize payments, including disbursing payroll and making
vendor payments. Their seafarers benefit from a convenient and modern way to send
and receive money simply or spend it on board – all through the convenience of one
simple app.”
The Nium Pay app allows shipping companies to disburse salary payouts directly to
seafarers’ virtual visa card accounts. Crew members can directly access their
wages from anywhere in the world while at sea or inland, send money overseas,
process card to card transfers, shop online, and use their Nium Virtual Cards with
mobile wallets onboard through the Nium Payment Application.
“It is important to us that our crew and their families are well taken care of, especially
during these uncertain times when our crews are not allowed to go ashore and cannot
physically remit funds back home,” shared BSM Finance Manager,
Dennis Moehlmann. “Now with this new digital payment solution from Nium, no matter
which part of the world our crews are at in that moment, funds can be transferred in
an instant and their families will receive the transferred money immediately on their
supplementary card or their home account. This is the peace of mind we want to give to
our crew.”
Through this application, Nium approaches traditional payment issues for maritime
companies by combining its “Pay In” and “Pay Out” capabilities. This enables shipping
companies to:
-Reduce or even eliminate the use of cash on ships through QR payments
-Launch branded e-wallets with Card Payments, Remittance, Multi Currency
functionality and Travel Insurance services
-Apply exclusive rates for inter and intra company cross-border payments (fund
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transfers can be done regardless of Internet connectivity)
-Comply with payroll and delivery and international banking regulations, including
Philippines’ Overseas Employment Administration (POEA) ruling regarding seafarer
payments
-Easily track remittance payments and send payments in real-time.
-Additionally, Pay-Outs are currently being offered to more than 100 countries, of
which, 65+ in real-time, available to bank accounts, Visa/UnionPay cards, and AliPay
wallets

32

MARITIME TECHNOLOGY UPDATE

SUMMER 2021

DPA PUBLICATION

Fincantieri June 07, 2021

ENVIRONMENT

According to estimates, maritime transport accounts for
about 2.5% of global greenhouse gas emissions. And the
main protagonist of this high-tech revolution is Fincantieri,
the shipbuilding giant led by Giuseppe Bono, which employs 10,000 people in Italy alone – where it maintains the
core of its know-how developed in more than 230 years of
history.
So Fincantieri’s green route can be traced also via the integrated balance sheet –
starting from the recent collaboration agreement with Almaviva. Signed by the
subsidiary Fincantieri NexTech, it aims to accelerate the digitalization process in the
transportation and logistics sector to foster a mobility system that better responds to
the new needs of those who travel. This is a strategic move for the entire country of
Italy.
The Fincantieri-Almaviva alliance will develop new mobility solutions for the safe
transport of people and goods. Starting from connected vehicles, which use special
sensors that perceive the surrounding reality and interact with it, in addition to smart
roads, which allow communication and interconnection between vehicles.
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New propulsion systems, emissions reduction, circular economy: the shipbuilding industry, not unlike what is happening in the automotive and railway industries, is modifying its DNA
in the name of environmental protection.

Fincantieri makes a green push: zero-emissions
ships and more digitalization

Applications will also be developed for transport safety and predictive maintenance
processes with the support of artificial intelligence algorithms and the digital twin,
which reproduces all the infrastructure characteristics in a digital three-dimensional
and virtual browsing format. The agreement also provides for a development plan on
international markets, aimed at enhancing the value of Made in Italy products also in a
highly competitive sector currently dominated by American and Chinese players. “This
partnership pools the extremely high innovation content expressed by two companies
that view research and development activity as an essential driver. This initiative will
allow us to develop our digital skills further, directing our efforts towards using
artificial intelligence to monitor infrastructures and the territory, as well as towards
integrating the different mobility networks” Bono explained, pointing out that in this
world Fincantieri will be “contributing enormously to the transportation sector, surely
one of the main sectors on which the best resources in the country should converge”.
On the new technology frontier, the ZEUS project, acronym for Zero Emission Ultimate
Ship, is based on Fincantieri’s collaboration with Italy’s National Research Council
(CNR), the universities of Genoa, Naples and Palermo, with co-funding from the Italian
Ministry for Economic Development. It is a laboratory ship measuring about 25 metres
in length dedicated to the study of low environmental impact technologies for energy
production. ZEUS will be the first marine vessel powered exclusively by electric motors
with fuel cell technology. Fuel cells are electrochemical conversion devices that
generate electricity and heat by combining a fuel (hydrogen, methanol or methane) and
a comburent (oxygen) without combustion, hence without producing polluting
emissions. In detail, the ship’s propulsion system is designed to power the engines in
four different ways: zero emissions, with electric power supplied by the fuel cells; zero
noise, using only lithium batteries; and two types of diesel navigation. The launch of
ZEUS, planned for this summer, is part of Fincantieri’s efforts towards decarbonizing
ships, an objective that places Bono’s group ahead of the current legislation. In fact,
Fincantieri has already created hybrid solutions, as is the case for cars, by integrating
battery packs with traditional generation systems, and will soon introduce both systems
to recover electricity from the waste heat of diesel engines and dual fuel engines, i.e.
operating with both traditional fuels and liquefied natural gas.
New generation ships, however, also need more modern port infrastructures for
mooring, once again to the benefit of the environment. This is why Fincantieri is working
in ports alongside Enel X, the Enel Group’s global business line for innovation and
energy transition, to develop electricity-powered solutions for onshore logistics
activities. The agreement specifically pertains to cold ironing, i.e. the technology for
providing a shoreside electric power supply to docked ships; management and
optimization of energy exchanges in new infrastructure; electricity storage and
production systems, also through the use of renewable sources and fuel cells. The
partnership, for now focused on Italy, can then be replicated in other European
countries. The stated objective is to develop smart, integrated infrastructures and
safeguard the region so as to catapult the national port system to a new level
characterized by sustainability principles. Together, the two companies will make their
expertise available to lay the foundations for a green and digital transition that will
reverberate throughout Italy’s maritime economy and beyond.

34

MARITIME TECHNOLOGY UPDATE

SUMMER 2021

DPA PUBLICATION

Technology brings the best of things at your
doorstep
and in like manner ……
Damietta Port brings the best of maritime
services to your customers.
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